Peer to peer
Peer-to-Peer Networking Overview

Peer-to-peer networking is the utilization of the relatively powerful computers (personal computers) that exist at the edge of the Internet for more than just client-based computing tasks. The modern personal computer (PC) has a very fast processor, vast memory, and a large hard disk, none of which are being fully utilized when performing common computing tasks such as e-mail and Web browsing. The modern PC can easily act as both a client and server (a peer) for many types of applications.

The typical computing model for many applications is a client/server model. A server computer typically has vast resources and responds to requests for resources and data from client computers. Client computers initiate requests for resources or data from server computers. A good example of the client/server model of computing is Web browsing. Web servers on the Internet are typically high-end dedicated server computers with very fast processors (or multiple processors) and huge hard disk arrays. The Web server stores all of the content associated with a Web site (HTML files, graphics, audio and video files, etc.) and listens for incoming requests to view the information on a particular Web page. When a page is requested, the Web server sends the page and its associated files to the requesting client.

· Peer-to-peer networking has the following advantages over client/server networking:

· Content and resources can be shared from both the center and the edge of the network. In client/server networking, content and resources are typically shared from only the center of the network.

· A network of peers is easily scaled and more reliable than a single server. A single server is subject to a single point of failure or can be a bottleneck in times of high network utilization. 

· A network of peers can share its processor, consolidating computing resources for distributed computing tasks, rather than relying on a single computer, such as a supercomputer.

· Shared resources of peer computers can be directly accessed. Rather than sharing a file stored on a central server, a peer can share the file directly from its local storage.

· Peer-to-peer networking solves the following problems:

· Allows the processing resources of edge computers to be utilized for distributed computing tasks.

· Allows local resources to be shared directly, without the need for intermediate servers.

· Allows efficient multipoint communication without having to rely on IP multicast infrastructure.

Classification of peer-to-peer networks

One possible classification of peer-to-peer networks is according to their degree of centralization:

Pure peer-to-peer:

· Peers act as equals, merging the roles of clients and server 

· There is no central server managing the network 

· There is no central router 

Hybrid peer-to-peer:

· Has a central server that keeps information on peers and responds to requests for that information. 

· Peers are responsible for hosting available resources (as the central server does not have them), for letting the central server know what resources they want to share, and for making its shareable resources available to peers that request it. 

· Route terminals are used addresses, which are referenced by a set of indices to obtain an absolute address. 

Some examples of pure peer-to-peer application layer networks designed for file sharing are Gnutella and Freenet.

Meanwhile some may also categorize peer-to-peer networks into the following categories:

· Centralized P2P network such as Napster

· Decentralized P2P network such as KaZaA 

· Structured P2P network such as CAN 

· Unstructured P2P network such as Gnutella 

· Hybrid P2P network (Centralized and Decentralized) such as JXTA, GreenTea and Shwup 

Example: Peer-To-Peer (P2P) and How Kazaa Works 

Kazaa uses peer-to-peer technology. This means that individual users connect to each other directly, without need for a central point of management.

All you need to do is install Kazaa and it will connect you to other Kazaa users. 

For example Peter downloads Kazaa and installs it onto his computer. Mary also has Kazaa installed on her computer. Peter uses Kazaa to search for a file he is looking for. Kazaa finds the file on Mary’s computer. Peter can now download the file directly from Mary. 


The Kazaa software allows you to: 

· Search and download content that is shared by premium content providers or by other Kazaa users. 

· ‘Kreate’ your own files and distribute them using Kazaa. Find out more about how to ‘Kreate’ and Share your own files. 

The P2P Searches occur through users with fast connections, called Supernodes. Once located, the file is sourced for downloading directly from the user who has it. Find out more about Supernodes. 

It is important to ensure that you carefully choose which files you want to share. Don't share files which are personal, such as financial information, or which you do not have the right to distribute. More on security.
Peer-to-Peer Networking Scenarios

Peer-to-peer networking enables or enhances the following scenarios:

· Real-time communications (RTC)

· Collaboration

· Content distribution

· Distributed processing

· Improved Internet technologies

Real-Time Communications (RTC)

For RTC, peer-to-peer networking enables serverless instant messaging and real-time matchmaking and game play.

Serverless instant messaging

· RTC exists today. Computer users can chat and have voice or video conversations with their peers today. However, many of the existing programs and their communications protocols rely on servers to function. If you are participating in an ad-hoc wireless network or are a part of an isolated network, you are unable to use these RTC facilities. Peer-to-peer technology allows the extension of RTC technologies to these additional networking environments.

· Real-time matchmaking and game play

Similar to RTC, real-time game play exists today. There are many Web-based game sites that cater to the gaming community via the Internet. They offer the ability to find other gamers with similar interests and play a game together. The problem is that the game sites exist only on the Internet and are geared toward the avid gamer who wants to play against the best gamers in the world. These sites track and provide the statistics to help in the process. However, these sites do not allow a gamer to set up an ad-hoc game among friends in a variety of networking environments. Peer-to-peer networking can provide this capability.

Collaboration

For collaboration, peer-to-peer networking allows the sharing of a workspace, files, and experiences.

An example of a collaboration-based Windows Peer-to-Peer Networking application is Windows Meeting Space, which is included in Windows Vista. For more information, see Windows Meeting Space.

· Project workspaces solving a goal

Shared workspace applications allow for the creation of ad-hoc workgroups and then allow the workgroup owners to populate the shared workspace with the tools and content that will allow the group to solve a problem. This could include message boards, productivity tools, and files.

· Sharing your files with other people

A subset of project workspace sharing is the ability to share files. Although this ability exists today with the current version of Windows, it can be enhanced through peer-to-peer networking to make file content available in an easy and friendly way. Allowing easy access to the incredible wealth of content at the edge of the Internet or in ad-hoc computing environments increases the value of network computing.

· Sharing your experiences

With wireless connectivity becoming more prevalent, peer-to-peer networking allows you to be online in a group of peers and to be able to share your experiences (such as a sunset, a rock concert, or a vacation cruise) while they are occurring.

Content Distribution

Peer-to-peer networking allows the distribution of text, audio, and video and software product updates.

· Text messages

Peer-to-peer networking can allow for the dissemination of text-based information in the form of files or messages to a large group of users. An example is a news list.

· Audio and video

Peer-to-peer networking can also allow for the dissemination of audio or video information to a large group of users, such as a large concert or company meeting. To distribute the content today, you must configure high-capacity servers to collect and distribute the load to hundreds or thousands of users. With peer-to-peer networking, only a handful of peers would actually get their content from the centralized servers. These peers would flood this information out to a few more people who send it to others, and so on. The load of distributing the content is distributed to the peers in the cloud. A peer that wants to receive the content would find the closest distributing peer and get the content from them.

· Distribution of product updates

Peer-to-peer networking can also provide an efficient mechanism to distribute software such as product updates (security updates and service packs). A peer that has a connection to a software distribution server can obtain the product update and propagate it to the other members of its group.

Distributed Processing

Peer-to-peer networking allows computing tasks to be distributed and processor resources to be aggregated.

· Division and distribution of a task

A large computing task can first be divided into separate smaller computing tasks well suited to the computing resources of a peer. A peer could do the dividing of the large computing task. Then, peer-to-peer networking can distribute the individual tasks to the separate peers in the group. Each peer performs its computing task and reports its result back to a centralized accumulation point.

· Aggregation of computer resources

Another way to utilize peer-to-peer networking for distributed processing is to run programs on each peer that run during idle processor times and are part of a larger computing task that is coordinated by a central server. By aggregating the processors of multiple computers, peer-to-peer networking can turn a group of peer computers into a large parallel processor for large computing tasks.

Improved Internet Technologies

Peer-to-peer networking can also provide an improved utilization of the Internet and support new Internet technologies. Historically, the Internet was designed so that network peers can have end-to-end connectivity. The modern-day Internet, however, more closely resembles a client/server environment where communication in many cases is not end-to-end due to the prevalence of Network Address Translators (NATs).
The user must first download and execute a peer-to-peer networking program. (Gnutellanet is currently one of the most popular of these decentralized P2P programs because it allows users to exchange all types of files.) After launching the program, the user enters the IP address of another computer belonging to the network. (Typically, the Web page where the user got the download will list several IP addresses as places to begin). Once the computer finds another network member on-line, it will connect to that user's connection (who has gotten their IP address from another user's connection and so on). 

Users can choose how many member connections to seek at one time and determine which files they wish to share or password protect. 

This return to the original purpose of the Internet will enable the creation of a new wave of applications for personal communication and group productivity.

Windows Peer-to-Peer Networking

Windows Peer-to-Peer Networking is a developer platform to create peer-to-peer applications for computers running Windows XP with Service Pack 2, Windows XP Professional x64 Edition, Windows XP with Service Pack 1 and the Advanced Networking Pack for Windows XP, or Windows Vista™. The long-term goal of Windows Peer-to-Peer Networking is the following:

To enable people to communicate securely and share information with one another without a dependence on centralized servers, but to work even better when servers are present.
Computers running Windows Vista already have Windows Peer-to-Peer Networking installed. For computers running Windows XP with SP2, do the following to install Windows Peer-to-Peer Networking:

· Click Start, click Control Panel, and then click Add or Remove Programs.

· Click Add/Remove Windows Components.

· In Components, click Networking Services (but do not select its check box), and then click Details.
· Select the Peer-to-Peer check box, and then click OK.

· Click Next, and then follow the instructions in the wizard.

For computers running Windows XP with Service Pack 1 (SP1), you can install Windows Peer-to-Peer Networking with the Advanced Networking Pack for Windows XP, a free download.

The design of Windows Peer-to-Peer Networking incorporates the following principles:

· Secure

· Scalable

· Distributed

· Server less

· Robust in the face of failure and/or attack

· Self-tuning

· Self-repairing

How these design principles were achieved is described throughout this paper.

Attacks on peer-to-peer networks
Many peer-to-peer networks are under constant attack by people with a variety of motives.

Examples include:

· poisoning attacks (e.g. providing files whose contents are different from the description) 

· polluting attacks (e.g. inserting "bad" chunks/packets into an otherwise valid file on the network) 

· defection attacks (users or software that make use of the network without contributing resources to it) 

· insertion of viruses to carried data (e.g. downloaded or carried files may be infected with viruses or other malware) 

· malware in the peer-to-peer network software itself (e.g. distributed software may contain spyware) 

· denial of service attacks (attacks that may make the network run very slowly or break completely) 

· filtering (network operators may attempt to prevent peer-to-peer network data from being carried) 

· identity attacks (e.g. tracking down the users of the network and harassing or legally attacking them) 

· spamming (e.g. sending unsolicited information across the network- not necessarily as a denial of service attack) 

Most attacks can be defeated or controlled by careful design of the peer-to-peer network and through the use of encryption. P2P network defense is in fact closely related to the "Byzantine Generals Problem". However, almost any network will fail when the majority of the peers are trying to damage it, and many protocols may be rendered impotent by far fewer numbers.
Windows Peer-to-Peer Networking and DNS

Another point of contrast between client/server and peer-to-peer networking is the use of the Domain Name System (DNS). Server computers are typically registered in DNS so that client computers can resolve a name to the IP address of the server computer. Client computers are typically not registered in DNS for the following reasons:

· Many client computers have transient connectivity; they connect for unpredictable amounts of time and can be assigned a new IP address for each connection.

· Client computers do not have shared resources and do not respond to requests for resources. Therefore, other computers do not need to resolve the names of client computers. DNS address records for client computers are not necessary.

Peer computers, on the other hand, have resources to share. However, they still have transient connectivity. Peer computers could use DNS dynamic update to register their names, however, very few DNS servers on the Internet support DNS dynamic update. To be successful for peer-to-peer networking, peer computers must not rely on the existing DNS infrastructure. Therefore, there must be a mechanism to resolve peer names to their addresses that does not rely on DNS. For Windows Peer-to-Peer Networking, this mechanism is Peer Name Resolution Protocol (PNRP) and is described in Peer Name Resolution Protocol.
How Windows Peer-to-Peer Networking Works

In this section, we briefly describe the Windows Peer-to-Peer Networking architecture and then describe the details of the fundamental peer-to-peer capabilities of peer discovery and name resolution, graphing, grouping, replicated storage, and searching.

Windows Peer-to-Peer Networking Architecture

The architecture of Windows Peer-to-Peer Networking in Windows XP is shown in Figure 1.
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Figure 1: Windows Peer-to-Peer Networking architecture in Windows XP 
Windows Peer-to-Peer Networking architecture consists of the following components:
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· Graphing The Graphing component is responsible for maintaining a set of connected nodes known as a graph and providing flooding and replication of data across the graph. The Graphing component uses the Flood & Synchronization, Store, and Graph Maintenance subcomponents. 
                                              


  Example Graph X with six nodes

· Grouping The Grouping component is the security layer provided by default on top of a graph. The security layer defines the security      model behind group creation, invitation, and connection to the group. In addition, Grouping leverages PNRP as the name resolution protocol - and enables multiple applications to share the same graph. The Grouping component uses the Group Security and Group Security Service Provider (SSP) subcomponents.

· NSP The Name Service Provider (NSP) component provides a mechanism to access an arbitrary name service provider. In the case of Windows Peer-to-Peer Networking, peer-to-peer applications use the NSP interface to access PNRP.

· PNRP The PNRP component provides peer-to-peer name resolution.

· Identity Manager Identity manager enables the creation and management of peer-to-peer identities.

· Microsoft TCP/IP version 6 protocol The Microsoft TCP/IP version 6 protocol (IPv6) provides the transport over which Windows Peer-to-Peer Networking operates.

The details of how Windows Peer-to-Peer Networking works are described in the following sections:

· IPv6 and NAT traversal

· Name resolution and peer discovery with PNRP

· Graphing

· Grouping

· Replicated store

· Searching.
Application of P2P Network outside Computer Science
· Bioinformatics:Peer-to-peer networks have also begun to attract attention from scientists in other disciplines, especially those that deal with large datasets such as bioinformatics. P2P networks can be used to run large programs designed to carry out tests to identify drug candidates. The first such program was begun in 2001 the Centre for Computational Drug Discovery at Oxford University in cooperation with the National Foundation for Cancer Research. There are now several similar programs running under the auspices of the United Devices Cancer Research Project. On a smaller scale, a self-administered program for computational biologists to run and compare various bioinformatics software is available from Chinook. 

· Education and Academic: Due to the fast distribution and large storage space features, many organizations are trying to apply P2P network for educational and academic purposes. For instance, Pennsylvania State University, MIT and Simon Fraser University are carrying on a project called LionShare designed for facilitating file sharing among educational institutions globally. 

· Military: The U.S. Department of Defense has already started research topic on P2P network as part of its modern network war. In May, 2003 Dr. Tether. Director of Defense Advanced Research Project Agency has testified that U.S. Military is using P2P network. Due to security reasons, many files are still kept in confidential. 

· Business: P2P network has already been used in business areas, but it is still at the beginning line. Currently, Kato et al’s studies indicate over 200 companies with approximately $400 million USD are investing in P2P network. Besides File Sharing, companies are also interested in Distributing Computing, Content Distribution, e-market place, Distributed Search engines, Groupware and Office Automation via P2P network. There are several reasons why companies prefer P2P sometimes such as: Real-time collaboration, a server cannot manage with increasing volume of contents, a process requires strong computing power, a process needs high-speed communications etc. At the same time, P2P is not fully used as it still confronts a lot of security issues. 

· TV 

· Telecommunication: Nowadays, people are not just satisfied with “can hear a person from another side of the earth”, instead, the demands of clearer voice in real-time are increasing globally. Just like the TV network, there are already cables built. It’s not very likely for companies to change all the cables. Many of them turn to use internet, more specifically, P2P network. For instance, Skype, one of the most widely used phone software is using P2P technology. Furthermore, many research organizations are trying to apply P2P network on cellular network. 

Summary

Windows Peer-to-Peer Networking is a new platform supported by Windows XP and Windows Vista that allows better utilization of PC computing resources and the creation of a new wave of peer applications for RTC, collaboration, content distribution, distributed processing, and improved Internet technologies. Windows Peer-to-Peer Networking uses IPv6, which restores the end-to-end computing model. With Teredo, IPv6 nodes can even communicate across one or more IPv4 NATs. For a serverless name resolution and peer discovery mechanism, Windows Peer-to-Peer Networking uses PNRP. To associate peer members together to securely share data, Windows Peer-to-Peer Networking uses graphing (for an efficient flooding topology) and grouping (for authentication and secure communication). Group members maintain a replicated store containing all the shared data of the group and can search the store using keywords, attributes, and common logical operators.
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